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My report on the activities of the Permanent Monitoring Panel since I last reported in August 2005 can be brief, since many aspects of our work have been dealt with in the Plenary Meeting on Information Security held as recently a yesterday. Still, a brief resumé is in order, and some additional facts and achievements need to be recorded.

In the first place, I should report that, in the aftermath of our August meeting last year, the Panel finalized its comprehensive Report and Recommendations entitled “Information Security in the Context of the Digital Divide”. As planned, that document was submitted to the World Summit on the Information Society at its Tunis phase (16-18 November 2005) and figures prominently in the document list of the summit under reference WSIS-05/TUNIS/CONTR/01.

Owing to the generous support of the World Federation, three members of our Panel were able to attend the Summit to follow the proceedings, but also to advocate and explain our document. For better effect, an executive summary that also contained information about the World Federation and its activities, was widely distributed in the Conference Halls. Attending a good number of the collateral conference events and making multiple acquaintances, we were able to broaden our international network. The main purpose of these efforts at dialogue was to bring across our argument that in a context of global development and of broadening the information society, information security needed to be an ever more important element, given the growing relevance of  threats looming in cyberspace. It is exactly in as yet fragile, nascent information structures that information security had to be built in from the outset. We insistently made the point that capacity building in such societies and security building had to go hand in hand. In Tunis, we also participated in the organizing sessions of what is now the (UN) Global Alliance for ICT and Development.

Since the Tunis Summit, the Panel has attempted to foster its ties with the follow-up organs of the World Summit. We belong to the Advisory Group of the Global Alliance and have recently offered, as a contribution to the incipient work program of the Alliance, to be recognized as a Community of Expertise – a mechanism the Global Alliance has instituted – for matters of information security. The Panel also follows actively the cybersecurity work of the ITU which has been named, in the Tunis final documents, as the central facilitator/moderator for future work on information security (“Action Line 5: Building confidence and security in the use of ICTs”) and has taken steps to register as a future participant in the work and meetings on cybersecurity of the ITU World Telecommuncation Development branch.
Our substantive work program for the current year is also geared to the post-WSIS tasks. The analysis and recommendations the Panel is presently working upon will be aimed at the Gobal Alliance, the new Internet Governance Forum, also created at Tunis, the ITU, and possibly UNESCO and the new UN Human Rights Council.

I referred to the subject areas of our current work assignment when I introduced yesterday’s Plenary Meeting. Carrying on from the various presentations at the Plenary, we are working on the following problem areas: (1) an analysis of, and recommendations on, the security challenges emanating from new digital networks; (2) the challenges presented by cyber conflict, in both its essential variants, cyberwar and cyber terrorism; (3) the dramatic rise in Internet censorship by Governments which we refer to as cyber-repression; (4) further contributions to the promotion of cybersecurity in the context of the Digital Divide; (5) new challenges for the necessary balance between security and privacy in the face of terrorist threats; and, finally, (6) the safeguarding of information security in processes of trans-frontier and transcontinental outsourcing, in an effort to bridge the existing legal divides. Not all of these issues can be taken in hand with equal depth, or within identical time frames, but we are confident to produce a valid work product this year as in earlier work periods.

In addition, I would like to recall that the Panel, in addition to its presence on the web site of the World Federation, maintains a more complete open web site of its own (www.itis-ev.de/infosecur) where its collective work products, but also individual contributions and supporting papers can be found.

